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51% attack on Bitcoin Gold

» Bitcoin Gold was born as a hard fork of the Bitcoin blockchain in October
2017

» Used a proof-of-work protocol that disabled the use of specialized
equipment (eg ASICs) for mining operations

» Goal was to achieve higher level of resilience through decentralized mining
structure
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Bitcoin Gold was born as a hard fork of the Bitcoin blockchain in October
2017

Used a proof-of-work protocol that disabled the use of specialized
equipment (eg ASICs) for mining operations

Goal was to achieve higher level of resilience through decentralized mining
structure

Several 51% attacks during May 16-19 double spent $18 million worth of
Bitcoin Gold
Loss of confidence in Bitcoin Gold and decline in exchange rate

Only one-sixth of what it was at time of attack and number of
transactions declined to less than one-third

Garratt and Van Oordt Cryptocurrency Mining and Fixed Costs 3/15



Bitcoin Gold: Exchange Rate and the 51 % Attack in May '18
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Note: The solid line shows the exchange rate of Bitcoin Gold during the 25 days before and 75 days
following the double-spending attack in May 2018. The start of the double-spending of attacks on 15
May 2018 is indicated by t = 0 on the horizontal axis. Source: Binance (cryptocurrency exchange).
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Why was Bitcoin Gold subject to a successful 51% attack, while Bitcoin itself
has not been?
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Why was Bitcoin Gold subject to a successful 51% attack, while Bitcoin itself
has not been?

» Understanding the role of fixed costs in cryptocurrency mining is crucial
to answer this question, and others
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» Papers that formally model bitcoin mining and double-spending attacks
consider a of mining, but not the fixed cost involved

with setting up mining operations

> E.g., Kroll et al. (2013), Abadi and Brunnermeier (2018), Pagnotta and Buraschi
(2018), Biais et al. (2019), Chiu and Koeppl (2019a,b), Cong et al. (2019), Easley
et al. (2019), Huberman et al. (2019) and Auer (2019).
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» Papers that formally model bitcoin mining and double-spending attacks
consider a of mining, but not the fixed cost involved

with setting up mining operations

> E.g., Kroll et al. (2013), Abadi and Brunnermeier (2018), Pagnotta and Buraschi
(2018), Biais et al. (2019), Chiu and Koeppl (2019a,b), Cong et al. (2019), Easley
et al. (2019), Huberman et al. (2019) and Auer (2019).

» Partial exceptions
» Budish (2018) offers verbal discussion
> Prat and Walter (2019) discuss entry by bitcoin miners in the presence of fixed
costs, but they don't model implications for double-spending attacks. Their
estimates suggest about two-thirds of the total cost of mining are fixed costs.
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» Incorporate fixed costs of setting up a mining operation
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» Incorporate fixed costs of setting up a mining operation
» Some theoretical results

Cost structure of mining Variable and fixed
Miners earn zero income in equilibrium True False
Miners lose when the exchange rate drops False True
Mining power exhibits downward rigidity False True
Costs of double-spending attacks Low High
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» Extension with cryptocurrency groups with transferable mining power

» For tiny currencies with low exchange rate correlation, transferability can eliminate
the protection that fixed costs provide
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» Incorporate fixed costs of setting up a mining operation
» Some theoretical results

Cost structure of mining Variable and fixed
Miners earn zero income in equilibrium True False
Miners lose when the exchange rate drops False True
Mining power exhibits downward rigidity False True
Costs of double-spending attacks Low High

» Extension with cryptocurrency groups with transferable mining power

» For tiny currencies with low exchange rate correlation, transferability can eliminate
the protection that fixed costs provide

» Empirical results provide supportive evidence of our theoretical results
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Theory: Impact of drop in exchange rate

Mining power
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‘ ASICs —GPUs --- General purpose hardware ‘
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Theory: Impact of drop in exchange rate

Mining power
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In equilibrium:

g — Fixed cost—Alternative use value
Total cost over entire life-time

‘ ASICs —GPUs --- General purpose hardware ‘
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Empirical relevance of fixed costs

Consider the regression model
_ MAX
Agje = Po + B1lsi + B2Asy ™" + piDie + i, (1)

where

» g;: and s;; are the log levels of the mining power and the exchange rate,
> s,-’yAX = max{sj1, ..., Si}, and

» D;: is a dummy variable for “halvings” in block rewards.
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Empirical relevance of fixed costs

Consider the regression model
_ MAX
Agje = Po + B1lsi + B2Asy ™" + piDie + i, (1)

where

» g;: and s;; are the log levels of the mining power and the exchange rate,

MAX __
> sMAX = max{s, ..., s}, and

» D;: is a dummy variable for “halvings” in block rewards.

Coefficient (3, is expected to be insignificant under the null hypothesis where
fixed costs are irrelevant (so, no path dependence).
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Empirical

relevance of fixed costs

VARIABLES

Bitcoin  Ethereum  Litecoin Monero Dash Panel
Change in log 0.085 0.226* 0.074 0.050  0.575%** 0.169
exchange rate (As;)  (0.139) (0.116) (0.092) (0.089) (0.130) (0.096)
Change in log 0.670%** 0.269* 0.591%**  0.676%** 0.285 0.537***
peak level (AsMAX)  (0.145)  (0.159)  (0.125)  (0.166)  (0.173)  (0.078)
Change in Bitcoin -0.293%** -0.324%**
block reward (0.095) (0.016)
Change in Ethereum -0.251%* -0.609***
block rewards (0.105) (0.034)
Change in Litecoin -0.440%** -0.177%*
block rewards (0.115) (0.024)
Change in Dash -0.754%%* - _(.399%**
block rewards (0.191) (0.039)
Constant 0.384%**  (0.230***  0.331***  -0.030 0.542%** 0. 207***
(0.055)  (0.056)  (0.055)  (0.055)  (0.116)  (0.013)
Observations 106 48 85 61 66 366
R-squared 0.483 0.641 0.577 0.421 0.468 0.478

Note: The dependent variable is the quarterly change in log mining power (Agi:). Estimated with least
squares. Robust standard errors are reported in parentheses. Statistical significance at the 1%, 5% and
10% significance levels are indicated by *** ** and *  respectively.
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Theory: Impact of drop in exchange rate

Present value of mining unit

F Rrmmmmmmmmmmmmeemam

Present value

Percentage loss, /

‘ ASICs —GPUs --- General purpose hardware ‘

Garratt and Van Oordt Cryptocurrency Mining and Fixed Costs 11/15



Theory: Impact of drop in exchange rate

Present value of mining unit Double-spending attacks
F

Two costs to attackers

(a) Coins mined during attack are
sold against lower exchange rate

Present value

(b) Lower present value after attack
(only with fixed costs)

Percentage loss, /

‘ ASICs —GPUs --- General purpose hardware ‘
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Panel (a): Current rewards per block (b ~ 6.67)

Drop in exchange rate: 15% 30% 60%
100% 60 146 510
Alternative use value:  50% 124,794 151,608 265,569
0% 157,759 303,070 530,628

Panel (b): Only transaction fees (b ~ 0.42)
Drop in exchange rate: 15% 30% 60%
100% 4 9 32
Alternative use value:  50% 7,858 9,547 16,722
0% 9,934 19,084 33,413

Garratt and Van Oordt Cryptocurrency Mining and Fixed Costs

Calibration: Double-spend necessary for profitable attack

Note: The table reports the minimum number of coins that attackers should be able to double spend in
order for an attack to be profitable. Parameter choices are: t* =100, r = 0.20 (annualized),

P/Q = 0.51, £ = 1,350 (annualized), F = 2,100. The transaction fees of 0.42 per block are based on
the average for bitcoin over the period 2019Q1-Q3.
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Preview of transferable mining power

Cryptocurrency A Cryptocurrency B
) .
5 1 5 |
g : E i :
) i 9] .
o ! o | I
o0 : Vo] | :
£ ! = . I
£ | £ i !
s ! = | | ‘
0 0s(V,Qp(F)) 1 0 0(V,Q*(F)) 0s(V,Qs(F)) 1
Percentage drop, /g Percentage drop, I

Ir=0,lg >0 |— B only la=0,lg>0]

Garratt and Van Oordt Cryptocurrency Mining and Fixed Costs 13/15



Concluding remarks

» Accounting for fixed costs and alternative use value is crucial to
understanding mining behavior and double-spending attacks

» bASIC truth: ASIC mining, which involves fixed costs and a low
alternative use value, reduces the profitability of double-spending attacks

» The investment in specialized hardware weakens doomsday predictions
regarding the future viability of Bitcoin

» Cryptocurrencies may be less protected when they don't rely on
specialized hardware or when they are tiny compared to peers that rely on
the same hardware (extension)

Garratt and Van Oordt Cryptocurrency Mining and Fixed Costs 14 /15



Thank you! Merci a tous!
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Form to Calculate Profitability of Attack

Cryptocurrency blockchain
Typical mining rewards per block, b (coins)| 6_67|
Normal block time (minutes) | 10|

Attack
Average duration of successful attack, t* (block time)| 100|

Fraction of miners participating, P/Q 0.51
Projected drop in exchange rate, / (coins)
Mining equipment

Fixed cost of equipment, F (doIIars)| 2100|
Alternative use value of equipment, V (dollars) | 0|

Annualized flow cost, e (dollars)| 1350

Annualized cost of capital, r

Profitable attack?

Only when attackers can double-spend more coins than:
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